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An iPhone 14 that is in the BFU lock state. Notice the camera button, lock screen

widgets, and WiFi features are disabled, as well as the unique passcode message.
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An Android phone (Samsung Galaxy A32 5G) in the BFU lock state. Notice the “Phone

restarted” noti�cation, as well as the unique passcode message.

After First Unlock

BFU and AFU Lock States – Blog | DigForCE Lab https://blogs.dsu.edu/digforce/2023/08/23/bfu-and-afu-lock-states/

5 of 14 2/28/26, 01:06



BFU and AFU Lock States – Blog | DigForCE Lab https://blogs.dsu.edu/digforce/2023/08/23/bfu-and-afu-lock-states/

6 of 14 2/28/26, 01:06



The same iPhone 14 that was shown in BFU section is now in the AFU lock state.

Notice the camera, lock screen widgets, and WiFi features are now enabled. The

passcode message no longer speci�es the device is in BFU mode. A screenshot was

able to be taken of both the lock screen and passcode screen.
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The same Samsung Galaxy A32 5G that was shown in BFU section  in the AFU

lock state. Notice the lack of the “Phone restarted” noti�cation, as well the phone and

camera buttons now enabled. The passcode message no longer speci�es the device

is in BFU mode. A screenshot was able to be taken of the lock screen, but not of the

passcode screen (which is a feature default to Android).

BFU Extractions
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An example of a BFU extraction.

AFU Extractions
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An example of an AFU extraction

Full Filesystem Extractions
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