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Introduction

When a phone is collected as evidence, it is important to consider various
procedures to ensure that the maximum amount of information can be extracted
from the device. When it comes to iOS and Android devices, the lock state is one of
the most important attributes to consider. Phones can be in what is called a Before
First Unlock (BFU) or After First Unlock (AFU) state. Depending on which lock state
the device is in, the extraction of the device will only be able to collect certain
information. This is because iPhones, as well as newer versions of Android, utilize a
form of encryption known as file-based encryption which makes files inaccessible

while the device is locked after a reboot.
Before First Unlock

One of the two possible lock states a mobile device is described as being
in is known as Before First Unlock, or BFU. The BFU state refers to a phone that
has been powered off or reset and has not been signed back into using the screen
lock passcode. For iPhones that are in a BFU state, certain features such as the
notification center, control center, camera, WiFi, Face ID, Touch ID, screenshots, and
lock screen widgets are unavailable to the user until the correct lock screen
passcode is entered. Also, upon entering the passcode for the locked iPhone, the
message “Your passcode is required when iPhone restarts” will appear.
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Enter Passcode

Your passcode is required
when iPhone restarts
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An iPhone 14 that is in the BFU lock state. Notice the camera button, lock screen
widgets, and WiFi features are disabled, as well as the unique passcode message.

The experience with Android is similar, as many features within the Quick
Settings drop-down menu are locked behind the passcode by default as well as the
lock screen phone and camera features. Android devices also may display limited
push notifications in this state, along with a custom “Phone restarted” notification
that will appear on the lock screen. On the passcode screen, there is a message
that says “Use PIN after restart” that is displayed as well.
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Use PIN after restart.
Your PIN contains at least 4 digits.

An Android phone (Samsung Galaxy A32 5G) in the BFU lock state. Notice the “Phone
restarted” notification, as well as the unique passcode message.

Devices running iOS and Android are able to utilize various forms of file-
based encryption. Android 7.0 supports file-based encryption, while it is a required
feature for Android 10 and higher. When these devices are in a BFU state,
information located on the device is securely encrypted and inaccessible. Upon
entering the correct passcode of a device in the BFU state, an encryption key is
generated to unlock the filesystem and the contents contained within it.! This
changes a device's lock state from BFU to After First Unlock, or AFU.

After First Unlock
Once the user successfully logs onto the phone after the device was

powered off, the phone enters the AFU state. A phone that is in the AFU state is
that of any phone that has been unlocked at least once since the device has been
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reset or completely powered off. This is the case for the majority of powered-on
phones currently being utilized. A phone that is in the AFU state stays in the state
until the device loses power or is rebooted. While a device is in the AFU state, more
information can be extracted from the phone, as the filesystem is no longer fully
encrypted.

To tell if an iOS or Android device is in the AFU state, one may look for
signs that the device is in BFU mode, if any feature normally unavailable during BFU
mode is, the phone is likely in an AFU state. For iOS, this includes many of the
previously mentioned features working properly, such as notification center, control
center, camera, WiFi, Face ID, Touch ID, screenshots, and lock screen widgets.

a8
Monday, August 7

P 8:56

Mostly Cloudy
B77° L:60°

https://blogs.dsu.edu/digforce/2023/08/23/bfu-and-afu-lock-states/

2/28/26, 01:06



BFU and AFU Lock States — Blog | DigForCE Lab

7 of 14

Enter Passcode
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Emergency Cancel

The same iPhone 14 that was shown in BFU section is now in the AFU lock state.
Notice the camera, lock screen widgets, and WiFi features are now enabled. The
passcode message no longer specifies the device is in BFU mode. A screenshot was
able to be taken of both the lock screen and passcode screen.

Android devices that are in the AFU state will have access to all
notifications as well, as well as the phone and camera app buttons enabled on the
lock screen. The custom BFU passcode messages will not be displayed, and
Android devices will not have the “Phone restarted” notification.
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Enter PIN
Your PIN contains at least 4 digits.

Emergency call

The same Samsung Galaxy A32 5G that was shown in BFU section is now in the AFU
lock state. Notice the lack of the “Phone restarted” notification, as well the phone and
camera buttons now enabled. The passcode message no longer specifies the device
is in BFU mode. A screenshot was able to be taken of the lock screen, but not of the
passcode screen (which is a feature default to Android).

BFU Extractions

In the case that a device is locked with a passcode that is not known,
examiners may have an option to receive an extraction based on the device's lock
state. When a device is in the BFU lock state, a BFU extraction is able to be created.
This type of extraction contains a somewhat limited amount of information, but
may be useful in certain cases. Information contained within a BFU extraction
mainly includes system data; However, there may be a small amount of user-
generated data found within the extraction that may provide new leads for certain
cases. This type of extraction is small, and a majority of the information is either
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system/application data, as well as cached images and videos that are not user-
generated. Generally, iOS devices seem to give a larger amount of data than
Android in the BFU state.
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An example of a BFU extraction.
AFU Extractions

When a device is in the AFU lock state, an AFU extraction may be created.
Compared to a BFU extraction, an AFU extraction contains a vast majority of all
user-generated data, which can be seen as about 95% of a Full Filesystem
extraction (these extractions will be discussed in the next section). This means an
AFU extraction will contain user-generated chats, images, videos, web-browsing
data, and much more. Compared to a Full Filesystem extraction, an AFU extraction
does not contain Apple Mail, Apple Health, or significant location information. The
amount of information you can receive from a device in the AFU lock state can be

| (O 19 data sources can be extracted using UFED Cloud
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substantial, so it is important to keep an AFU device powered on. If the device is
powered off, the lock state will switch to BFU which could lead to the loss of a lot
of potential information.
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An example of an AFU extraction.

Full Filesystem Extractions
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The ideal situation is when the passcode of the device is known or can be
bruteforced. The device may be able to have its passcode bruteforced using
validated forensic tools. Once the passcode is known, a Full File System extraction
of the device is able to be created, which is the most comprehensive type of
extraction you can receive from a mobile device. This type of extraction will give
you all the data included within the filesystem of the device.

Conclusion

When a mobile device is seized, it is important to understand the various
lock states that a phone can be in. iOS and newer versions of Android often utilize
file-based encryption, which causes a majority of the user-data on a device to
become inaccessible without the device's passcode. When unable to receive a
passcode for a phone, a BFU/AFU extraction of the device could be the only option
for receiving data. The difference between these extractions is quite large, so it is
important to ensure that phones in AFU mode stay in AFU mode to maximize the
amount of information that can be received. If, however, the passcode of the phone
is known or can be bruteforced, a Full Filesystem would in fact be the most ideal
situation for the collection of a mobile device's data.
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